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Pervasive Monitoring Is an Attack

Abstract

Pervasive monitoring is a technical attack that should be mitigated
in the design of IETF protocols, where possible.

Status of This Memo

This memo documents an Internet Best Current Practice.
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Confidentiality in the Face of Pervasive Surveillance:
A Threat Model and Problem Statement

Abstract

Since the initial revelations of pervasive surveillance in 2013,
several classes of attacks on Internet communications have been
discovered. In this document, we develop a threat model that
describes these attacks on Internet confidentiality. We assume an
attacker that is interested in undetected, indiscriminate
eavesdropping. The threat model is based on published, verified
attacks.



v’ Crynte, crynte, tout crypte

v’ Méme sans autheatification

v’ {es protocoles Internet
doivent integrer la protection
de la vie Drivee. . ..

httos://www.iah.org/20i4/1i/i4/iah-statement-on-internet-confidentiality/



THE WHOLE INTERNET IPsec, TLS, PGP, SMIME...

DNSSEC ale vent en poupe
/Iﬁ AW ECDsA gagne en puissance
Enerypted DNSPRIYV en discussion
\ 4 -RFC7626

- https://tools.ietf.org/wg/dprive/

Cryptographie Post-Quantum

déja envisagée




v TouY le wep over https
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"0, HTTPS Everywhere

hitps://www.eff.org/hiths-everywhere



HTTPS Everywhere Atlas

Are you awebsite operator? Click on a letter or search below to see domain names of sites (beginning with that letter) that
HTTPS Everywhere rules affect.

Searchrules for asite:

0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ




https://www.torproject.org
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E) How Tor Works: 2 > Tor node
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E) How Tor Works: 3

Step 3: If at a later time, the
user visits another site,
Alice's tor client selects a
second random path.
Again, green links are
encrypted, red links are in
the clear.
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Ruthentification et gestion des
cles: Plus de ICP oy DNSSEC ?
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DANE (https://toolsietf.org/wg/ dane/)
v" Rmeliorer le T{S Weh dour tous
v Wail S/MIME pour tous
Autres. ..
v' SSH, IPSEC, YoIP
v’ Identite digitale
v’ Rutres contenusi.e. configurations)
v ICP Glohale



K Let’s Encrypt

Let's Encrypt is a new Certificate Authority:
It's free, automated, and open.
Arriving Q4 2015

httns://letseacrypt.org/



v' Vie privée coatre secyrite aationale ?

v' {es attentats de Paris ont relance les depats
y slm . .
v Untilisateur saura-t-il faire le hoa
choix ¢

v’ Oryptographie n'a jamais ete facile
= g y
v' £t les restrictions sur lexport et
I'utilisation de la crypto ?
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