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ATINIC and RDNS

o As a RIR, AIrNIC manages and delegates
RDNS subdomains to its members

—  |Pyv4
{41-196-197-102-105-154}.in-addr.arpa.
ERX Space from /8 administered by other RIRs

—  |Pvé

{0.c.2 - 3.4.1.0.0.2-2.4.1.0.0.2}.ipé.arpa.

o RDNS provisioning system includes
—  Domain objects from WHOIS database
— [onelets from Other RIRS

o NS provided by AfriNIC and other RIRsS AfNICTS
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DNSSEC Within the RDNS

o Roof, arpa, in-addr.arpa, and Ipé.arpa have
been signed and chain of frust built

o No excuses for not signing RIRs managed
RDNS zones

o Deploying DNSSEC within the RDNS may
enable some other security mechanisms
around addressing and its uses.
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DNSSEC@ATfriNIC

o Sign the managed RDNS zones
o Publish DS in in-addr.arpa and ipé.arpa zones

o Accept DS from Members
— process DS from zonelets from Other RIRS
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DNSSEC@ATrINIC

o Deployment plan adopted infernally

— Assess the RDNS provisioning system readiness
—  Deployment stages

Phase 1: Testing

Phase 2: Signer infegration into the RDNS provisioning
system

Phase 3. Unsigned zones published
Phase 4. Signed zones published

Phase 5: DS publication in parent zones
Phase 6 : Members’ DS publication

AfriNI;|5
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DNSSEC@ATfriNIC
o Few changes o the NS sefup

o RDNS provisioning system to be updated
— Update domain objects with DS attributes
—  Update on MyATriNIC

— DS processing
* From domain objects/MyATriNIC

* From zonelefts
— Publish DS in signed zones

o OpenDNSSEC as signher
— Testbed operational Aﬁ-iN|;]5
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Domain Objects
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Zones
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—
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DNSSEC@ATfriNIC

o Sighing policy

* ISK is RSA 1024 key usable for 30 days

* KSK is a RSAS 2048 key usable for one Year
* Zones are signed with NSEC

* Signatures are valid for 7 Days

* Signatures are refresh 3 days

*DNSKEY TIL is the zone default TTL

*NSEC TTL is the Neg TTL of the zone

*RRSIG TTL is the Signed RRset TTL

*Zones are signed daily

o Unsigned vs signed (aft startup)

2.5M /usr/local/var/opendnssec/unsigned/

7.4M /usr/local/var/opendnssec/signed/

o HSM discussions included in RPKI
iInfrastructure setup. N T
rl
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DNSSEC@ATfriNIC

[root@dnssec —]# ods-hsmutil list
Listing kews 1in all repositories.
28 kews ftound.

AfriNI;|5
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Fepositor:y ID Twpe

SoftHSM 2 225268125 A5 Cca2t oS 20l Zas+2R6 Rohs 12
SoftHSM S5E8ela5a3ccds5 2315141311 c=25atE5:81F RSAs 102
SoftHSM SE3ddyedcal ZE9BEREZ Z2E9R90R5EEdcFcas Rohs 12
SoftHSM SreSchidfbaet1la=296b3idebd 267 3793+ RSAs 102
SoftHSM SEEZECOloRE4 35425 bZeacad9dal s e [T [ B
SoftHSM S3CcCcAdRceSAYFec53h5E8e]l B528V5aa9=4  RESASZR4AR
SoftHSM Ao+ de2]l0R] SEe=245a5d5bby T4+ a2 a RShs 12
SoftHSM rRlc@Al abdTfRAdZ21Qebey cA]l Freebl 53 RSAs 228
SoftHSM Al ZbEfclEb325acS362deaddby Sl el ESAS1GQZA
SoftHSM ZbctosckebbZllboa=Ea54d4E5chbddecddacd Fe&s1m24
SoftHSM rdradIa3ZaSebRdSda9bdece S Y1 B2l 2 RSAs 102
SoftHSM EhEE99340954 =401 ecdSbh2=2ar 27 cr 2ald ESAS1RQZA
SoftHSM AfazZdde] 244abEd2 2o ctd9d - BacdSEde RSAs 102
SoftHSM dceS5degndRdSc2h5 245 cenlec@badl 9y RSAs 1
SoftHSM SSebdbyS5d3d9l adaryrbdEflatldae=s RSAs 102
SoftHSM dedc233842cEaec5FRAbea 1 2 cSAZa=ER RSAs 1A
SoftHSM 1Aa=ebbdE2dd9e2y adSbeadeya2hSaa33bt  RSAS1GZ4
SoftHSM d1a9nebdc]l af S2bRRada2R09aa c 22350 Rohs 12
SoftHSM dc@obESecQRTEZ]1 SctffaZascaacal b2 2 RSAs 2025
SoftHSM £d5ed]l deb o teqdSB8eh]1 55425 ecZE T RS5AS R4S
SoftHSM SEE193cecS34TbRACcZEREFRA9Z c5E5a] V2 RSAs 228
SoftHSM bcEb9boRR 2 cdcE2fagschtecaciEsad4=5bl RS54 228
SoftHSM SebyfccEEchI3 14 RRa=E 71 0abh3l Sadaea RSAs 228
SoftHSM dEQeHRobI]l Fb2dcSbhdcld @ dadEchdle=do RS54 228
SoftHSM CeZ]1 5550507 9bherboaZ 2555500RAE2Cr B RSAs 228
SoftHSM oOacddeqlEbocaid b ceatdrdoSel 2191 RS54 228
SoftHSM bRAdddet4=3403+32162152d245e2b3R5=3e RSAs 228
SoftHSM tEtlbetZadodadobZAdroo=sdtlbdtlye RS54 228



DNSSEC@ATfriNIC

L rootiganssec ~J# ods-signer queds
It 1z now Wed Now 23 @1:@7:25 @11
Aorking with task [oudit] on zone 190, 1n-addr.arpao
Norking with task [oudit] on zone 41.1n-addr.arpa
Aorking with task [oudit] on zone 19¢7.1n-addr.arpa

I have 9 tasks scheduled.

On Wed Moy 23 @1:07:30 2011
On Wed Moy 23 01:11:17 2811
On Wed Moy 23 @3:00:05 2011
On Wed Moy 23 03:00:06 2811
On Wed Moy 23 @3:00:07 2011
On Wed Moy 23 03:00:08 2811
On Wed Moy 23 @3:00:09 2011
On Wed Moy 23 03:00:11 2811
On Wed Moy 23 @3:00:14 2011

will
will
will
will
will
will
will
will
will

read] zone example.com

sign] zone £.Z216.196.1n-addr.arpa
sign] zone 1@Z.1n-addr.arpa

sign] zone 2.4.1.0.8.2.1p0.arpa
sign] zone 3.4.1.0.8.2.1pb.arpa
sign] zone 154.1n-addr.arpag

sign] zone 1@5.1n-addr.arpag

sign] zone B.C.Z.1po.arpd

s1gn] zone afrinic.net

o —H —H H —H H H
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DNSSEC@ATrINIC

Error!
506398 1 142603be986e13f35b196fdde8149eb68da%adchd - Keytag error

Reverse Zone: 2.2716.196.in-addr.arpa

Reg Date: 2011-11-11

* MName Servers: Prowide the pr Mary and Secondany Name 3ervers fior this reverse Celaq AN :F"E B8 nole: we nead e osiname|a) ene, mol e ip iﬁerE.E.IEE.:J

dnssec.mu.afrinic. net

[Miors | Less] Felds
elegation Signers: Frovide Dalegation Signer Rescurce Records
42871 8 1 EBDA3IBS5351D1F24060D24A6BF 31 DZDB3F 01 5EBS

42571 8 2 1B44T36TABDZF8ATETCEEECOFBAFEF D48651 5CACFEFIEFBFSDEBE1AAGEDATI0DE

50639 8 1 142603beSb6e1 373501 56fdded 145e68dabadcid

(More | Leas] Relds

T P mmd on bl e Provwicha the sleaonindicim of thia reusras celansation
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DNSSEC@ATfriNIC

o Query for oursigned zones ¢

* dig @dnssec.mu.afrinic.net +dnssec .........

o System will be open to members very soon

— We will publish your DS in our Signed zones

— We will push your DS 1o zones managed and
signed par other RIRS

o Prepare your DS

AfriNI;|5
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Questions <22
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