- ...; “r';q.‘ "'-
A
.(0‘& f»,l ‘(rw, .4 { J. r/{ ?
28

) x {“‘,’;4" ‘: .\. P ¥ \Y ") .o : ’ L‘
; 0'9 '/&‘* -?-‘4\0 - \ *:p{ - .‘_:w = IF‘”’V‘:J‘:'J,A:\J'
ot

0 . .
.

G eaiiat Rk, 31 -w*ﬁ"‘c’

NI -

o
'

e T o e cmors .v"

LA-.U.»Q-._‘ "a;w"’Nldnnuym }Swww-(ﬂ\}efu’ ”Jv.{: 9/09

CX.508 ~  neda
c\“‘ 4&*& (deft(gwdu /’ My Badvden
M‘ ﬁ-.*s‘;-m/"

cial PrOJect Manager.

' .‘ !.. mﬂnxﬂ &h”‘f ""r"ﬁ'-';vw‘w'&uonn/kw vu,-f
J ot &&,....".f, ..&-../,ﬁ'.., v el RS cnbel ol BTt s
?'»-,v-&vn& [ M“‘; AF :*u-‘

W s (f i T
' ’t"*'n:m .'-"?,--” e
” !‘t ’.\Aﬁ




What 1s Resource Certification ?

» Resource Certification Is a security framework for
verifying the association between resource holders and
their Internet resources.

Add a verifiable form of a holder's current “ighs-of-
use”over INternet resources in the resources management system

» Resource Public Key Infrastructure(RPKI) is a PKI
based on the Internet resources management hierarchy
and under which X509 certificates with RFC 3779
extensions and other signed objects are published and

bound together in an verifiable way.
£ Afri
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Participating in the RPKI

Internet Registries(RIR/LIR/ISP) can:

» Receive their certificates from their “upstreams”

> Issue certificates to their clients or themselves:
End Entities Certificate

»>Sign data with operative content using their own
certificates

£ AfriNIC



Services for the RPKI

Intended AfriNIC services for LIRS

» Certify LIR resources using the AfriNIC's RPKIE
> Provide hosted RPKI services for LIRs:

- A full managed RPKIE for LIR

- Run the LIRs RPKIE et give real control to LIRs
»Deploy the UP-Down protocol to talk to LIR willing to
run their own RPKIE
> Provide the necessary public repository
> Access to these services:

- Through the normal channels (MyAFRINIC)

- With strong authentication

X509 Auth with BPKI certs 47 AtriNIC




Architecture

public AfriNIC

User and Role Management

authentication
authorization

repository
& CRL

RPKI

rsync over ssh

Validation

http

master engine

cert DB

hosted
members
engine

cert DB

- - - -
S

Members
DB

Members
Management

Internet
Resource
Management

resource
DB




Identity Certificates

Certificate

Connect to AfriNIC secure
Services Enable RPKI Registrati com.l:\’lcltbns L
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Trust hierarchy
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Coordinated timelines

June 15, 2010 : August 15, 2010 : October 15, 2010 : November 1, 2010 : Novembe 15, 2010 :
Resource CA in test mode Integrated resource CA  ETA-CA support Finalise Operations Production release

e are here




THANKS

JAfrINIC RPKI Team
=« FOr the continuous efforts

« APNIC
« For the collaboration

£ AfriNIC



Questions ?

£ AfriNIC



