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ïIn 2006, Microsoftôs Malicious Software Removal Tool (MSRT) found backdoor 

trojanson 62% of the 5.7 million computers it scanned. The majority of these were 

bots.

ïCommtouchfound, 87% of all email sent over the Internet during 2006 was spam. 

Botnetsgenerated 85% of that spam. 

ïCommtouchôsGlobalViewÊ Reputation Service identifies between 300,000 and 

500,000 newly active zombies per day, on average.

ï ISPsrank zombies as the single largest threat facing network services and operational 

security*. 

* Worldwide Infrastructure Security Report, Arbor Networks, September 2007.

Why Talk About Botnets?
Because Bot Statistics Suggest Assimilation
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Why Talk About Botnets?
Cyber Attack Sophistication Continues To Evolve



Page Á4

Botnet Powered Attacks
Targeting the World

With full control of a massive army of machines, 

the only limit to 

a botherderõsattack potential is his imagination.

ïDistributed Denial of Service (DDoS) Attacks

ÅBlueSecurity

ÅEstonia 

ÅExtortion of small businesses

ïSpamming

ÅEmail spam

ÅSPIM

ÅForum spam
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ÁA Botnet is a network of compromised computers under the control of a remote 

attacker. Botnets consist of:

ïBot herder

The attacker controlling the malicious network (also called a Botmaster).

ïBot

A compromised computers under the Bot herders control (also called

zombies, or drones).

ïBot Client

The malicious trojan installed on a compromised machine that connects it to the 

Botnet.

ïCommand and Control Channel (C&C)

The communication channel the Bot herder uses to remotely control the bots.

What is Botnets?
Zombie Army
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ÁBotnet originator (bot herder, bot master) starts the process

ÅBot herder sends viruses, worms, etc. to unprotected PCs

» Direct attacks on home PC without patches or firewall

» Indirect attacks via malicious HTML files that exploit vulnerabilities (especially in 

MS Internet Explorer)

» Malware attacks on peer-to-peer networks

ÅInfected PC receives, executes Trojan application ᵼbot

ÅBot logs onto C&C IRC server, waits for commands

ÅBot herder sends commands to bots via IRC server

» Send spam

» Steal serial numbers, financial information, intellectual property, etc.

» Scan servers and infect other unprotected PCs, thereby adding more ñzombieò 

computers to botnet

What is Bot herder?
Bot master
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What is Bot?
The Zombie/drone 

ÁBot = autonomous programs capable of acting on instructions

ÅTypically a large (up to several hundred thousand) group of remotely 

controlled ñzombieò systems

» Machine owners are not aware they have been compromised

» Controlled and upgraded via IRC or P2P

ÁUsed as the platform for various attacks

ÅDistributed denial of service

ÅSpam and click fraud

Å Launching pad for new exploits/worms
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1. Botnet operator sends out viruses or worms (bot client)

Ąinfect ordinary users [trojan application is the bot]

2. The bot on the infected PC logs into an IRC server

ĄServer is known as the command-and-control server

3. Attackers gets access to botnet from operator

ü Spammers

4. Attackers sends instructions to the infected PCs

ü To send out spam

5. Infected PCs will

ü Send out spam messages

What is Bot Client?
Compromising a machine-worms
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ÁWithout bot communication, botnet would not be as useful or dynamic

Å IRC servers are not best choice for bot communication

» Simpler protocol could be used

» Usually unencrypted, easy to get into and take over or shut down

ÁHowever,

» IRC servers freely available, simple to set up

» Attackers usually have 

experience with IRC 

communication

ÁBots log into a specific IRC channel

ÁBots are written to accept specific commands and execute them 

(sometimes from specific users)

What is Bot C&C?
Command and Control Server (C2)
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ïToday, bot herders primarily rely on these three protocols for their C&C:

» Internet Relay Chat (IRC) Protocol

» Hyper-Text Transfer Protocol (HTTP)

» Peer-to-Peer (P2P) networking protocols.

What is Bot C&C?
Command and Control Server (C2)
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Botnet Life Cycle?
Botnet and bot Life Cycle

üBotnet Life Cycle

o Bot herder configures initial 

parameters: infection vectors, payload, 

stealth, C&C details

o Bot herder registers dynamic DNS 

server

o Bot herder launches, seeds new bots

o Bots spread, grow

o Other botnets steal bots

o Botnet reaches stasis, stops growing

o Bot herder abandons botnet, severs 

traces thereto

o Bot herder unregisters dynamic DNS 

server

üBot Life Cycle

o Bot establishes C&C on 

compromised computer

o Bot scans for vulnerable targets to 

ñspreadò itself

o User, others take bot down

o Bot recovers from takedown

o Bot upgrades itself with new code

o Bot sits idle, awaiting instructions
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1. Botmaster infects 

victim with bot 

(worm, social 

engineering, etc)

2.  Bot connects to IRC 

C&C channel
4. Repeat. Soon the 

botmaster has an 

army of bots to 

control from a single 

point

3. Botmaster sends 

commands through 

IRC C&C channel to 

bots

Botmaster
Victim

IRC Server

Botnet in Action?
Putting all together
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ÁPhishing

ÁSpam

ÁDistributed Denial of Service

ÁClick Fraud

ÁAdware/Spyware Installation

ÁIdentity Theft

ÁMaking Additional Income!!!

ÁKeystroke logging

ÁStealing registration keys or files

Whatever you pay for them to do!  Or whatever makes money or is fun 
for the operator.

Botnets used for?
Hiring the Botnets
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Botnet in Action
Attack Summary
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The Botnet: contined
The Lifecycle of a Botnet
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The Current Threats
The SpamThru Trojan

Over 1 Billion

Emails
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Break
Visualizing a Botnet

Relax, and Enjoy the Video
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Until recently, IRC-based botnets were by far the most prevalent type 
exploited in the wild.

ÅBenefits of IRC to botherder:

VWell established and understood protocol 

VFreely available IRC server software

VInteractive, two-way communication

VOffers redundancy with linked IRC servers

VMost blackhats grow up using IRC.
Botnet user

Types Botnets 
IRC botnets
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Types Botnets 
IRC botnets

Botherders are migrating away from IRC botnets because 
researchers know how to track them.

ÅDrawbacks:

VCentralized server 

VIRC is not that secure by default

VSecurity researchers understand IRC too.

ÅCommon IRC Bots:

VSDBot

VRbot (Rxbot)

VGaobot

Botnet user
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Types Botnets 
P2P botnets

ÁDistributed control
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Types Botnets 
P2P botnets

ÁHard to disable
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What is a Botnet?
P2P Botnet Diagram


