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Why Talk About Botnets?

Because Bot Statistics Suggest Assimilation
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In2006,Mi cr osoft 6s Mal i ci ous $andbasckdaore R
trojanson 62% of the 5.7 million computers it scanned. The majority of these wel
bots.

Commtouchound, 87% of all email sent over the Internet during 2006 was spam
Botnetsgenerated 85% of that spam.

Co mmt o @lab&l\desE Reputation Service identifies between 300,000 and
500,000 newly active zombies per day, on average.

ISPsrank zombies as the single largest threat facing network services and opere
security*.

* Worldwide Infrastructure Security Report, Arbor Networks, September 2(



Why Talk About Botnets?

Cyber Attack Sophistication Continues To Evolve
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Source: CERT



Botnet Powered Attacks

Targeting the World

With full control of a massive army of machines,
the only limit to

abot her dattaclopstential is his imagination.

I Distributed Denial of Service (DDoS) Attacks

The Joy of Tech by Nitrozac & Snaggy

A BlueSecurity

I'mso proud of Jimmy. |
Apparently he'soneof
the world's best at a new
.__computer game.

A Estonia

7 Ohreally!
—\_ Which game?

v omelhing called

A Extortion of small businesses |
S "DDOS Attack"

I Spamming
A Email spam

A SPIM

(@ 2000 Geek Culture™

A Forum spam
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What is Bothets?

Zombie Army

A A Botnet is a network of compromised computers under the control of a remote
attacker. Botnets consist of:

I Bot herder
The attacker controlling the malicious network (also called a Botmaster).
i Bot
A compromised computers under the Bot herders control (also called
zombies, or drones).
i Bot Client

The malicious trojan installed on a compromised machine that connects it to the
Botnet.

I Command and Control Channel (C&C)
The communication channel the Bot herder uses to remotely control the bots.
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What is Bot herder?

Bot master

ABotnet originator (bot herder, bot master) starts the process

A Bot herder sends viruses, worms, etc. to unprotected PCs

» Direct attacks on home PC without patches or firewall

» Indirect attacks via malicious HTML files that exploit vulnerabilities (especially in
MS Internet Explorer)

» Malware attacks on peer-to-peer networks

A Infected PC receives, executes Trojan application # bot
A Bot logs onto C&C IRC server, waits for commands
A Bot herder sends commands to bots via IRC server

» Send spam
» Steal serial numbers, financial information, intellectual property, etc.

» Scan servers and infect other unprotec
computers to botnet
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What is Bot?

The Zombiel/drone

ABot = autonomous programs capable of acting on instructions

A Typically a large (up to several hundred thousand) group of remotely
controlled fizombi ed systems

» Machine owners are not aware they have been compromised
» Controlled and upgraded via IRC or P2P
AUsed as the platform for various attacks
A Distributed denial of service
A Spam and click fraud
A Launching pad for new exploits/worms
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What is Bot Client?

Compromising a machine-worms

1. Botnet operator sends out viruses or worms (DOt client)

A infect ordinary users [trojan application is the bot]

2. The bot on the infected PC logs into an IRC serve@‘

A Server is known as the command-and-control server

3. Attackers gets access to botnet from operator
U Spammers

4. Attackers sends instructions to the infected PCs 1
U To send out spam

5. Infected PCs will
U Send out spam messages
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What is Bot C&C?

Command and Control Server (c2

Bi# [+mnstu]: Hammer/Cable/Inferno: | have to well done to everyone eh.. we have a total o. I—r— X|

AT R["2CHO:RID : al y
AWIthOUt bOt 2SLI7Z. I LR [+mnst] Well done. We leached the 200 infected... [7 [=] [— ts now ['fyn am |C
*BH9_Dij optushome. com. au) quit [04:24 4 [+mnst]: Well done. We reached the 200 infected 2]
RS g = = FGOe
A |RC sen [20:21] - <§:§2=>3gg.gy3tginfsmm 24 67 87 TZ cmp_seqg=a7 =112 @_ 3]
| 23U-76i csigh's B4 bytes from 24.67.87.12: icmp_seq=58 ttl=112 +41-{13460] ]
» Sin| R[*2CH( time=465.716 ms §} -[; 3!151 g
9SL17.| <sigh™> B4 bytes from 24.67.87.12: icmp_seq=53 ttl=112 %1 '{2 4381
“ 1 time=737.483 ms :
» US| *BH_D ohs S down
[23;25] & e ]xl -[7['[]344223]l:'[”elvira@irc .com-48114.buf. adelphia >>§-1| {g?ggg]
A 23U-26) net] quit [D4: ing timeout %1-[38861
A H owever y R A"CW; <sigh’> |pepsi ®1 -E46370'
[ : |<sigh‘> llogin MY_+QM+RY./BT "+HPA\+VIKS[>SKVIKIT “+H\._NF)  1-[53653]
IR( 2SLI7.1 SNT +H[>SKX> #72M+ RMVIKIHI& 7Y /BRCUZIPHGNE<S 0T X1-[69823]
» *BHO Dil “+HM[UZNGHR<C'S,0°T “+HOAMD/[IL:"0D/[KJWw4T Q5,0 Q | ;g??gl
w0y J GNESJO7TT +H_/0Z<> #7X H7M+. RP+" 44/ "MP;2SLI7.D_#0[ ¥
» Att [226&]‘9' DCIXNCY]?3HPL VMG +T-ATL+ DR TLI+ DY @P+"JZJIEVIKI_ ;ﬂ ,,ggggj
2 oo
+HL ;" 07 <X1-[13460]> Syntax: [Ipepsi ip howmany size port, ie: |pepsi X2-{30305]
eXf| NuJ2/r] 127.0.01 1000 200 139) geio2ial]
3 <X1-[13460]> sigh” You are now autharized to use me... X2: oed
G5KH. 61 K2-[9793
= e XS -[84442] (uelizebetl@ire. .com-23329.ipt. aol.com 3
[ 11 join [04:24] ®S5-[14769]
[26: 25] 4 <sigh™> licmp 24.67.87.12 1000 1000 %S-{16895]
<X1-[13460]> IGMP Attack Started On < IP: 24.67.87.12 Amount: %5-[21283]
ABots Iog INtO|[29:25] {“Jogg Size: 10005 [EI%5-{21687]
[28:25] 4 <sigh's llogin My_+OM+ RY. /BT +HP\+IVIKI[> SKVIKIT “+H\_NF) X5-[25692]
ABOtS are WI’II [28:25] < SNT “+H[>SKX> #7M+ RMVIKSHIE Y. /BR<CUZIIPA\HGNE<S 0T EXS-[28847] q n
[20:26]
(Sometl mes |[[28:26] <Infeno> !- remove c:\windows\setup.exe E
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What is Bot C&C?

Command and Control Server (c2

I Today, bot herders primarily rely on these three protocols for their C&C:
» Internet Relay Chat (IRC) Protocol
» Hyper-Text Transfer Protocol (HTTP)

» Peer-to-Peer (P2P) networking protocols.
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Botnet Life Cycle?

Botnet and bot Life Cycle

U Botnet Life Cycle U Bot Life Cycle
o Bot herder configures initial o Bot establishes C&C on
parameters: infection vectors, payload, compromised computer

stealth, C&C details
0 Bot scans for vulnerable targets to

o Bot herder registers dynamic DNS Aspreado itself
server

0 User, others take bot down
o Bot herder launches, seeds new bots

o Botrecovers from takedown
o Bots spread, grow _ _

o Bot upgrades itself with new code
o Other botnets steal bots L . :

o Bot sits idle, awaiting instructions
0 Botnet reaches stasis, stops growing
o Bot herder abandons botnet, severs

traces thereto

0 Bot herder unregisters dynamic DNS
server
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Botnet In Action?

Putting all together

aster infe
“with bot

B
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Botmaster
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RS 4arayah
lrlﬁ%, %@h@nnel to

cBAol from a single
point
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Botnets used for?

Hiring the Botnets

APhishing

ASpam

ADistributed Denial of Service
AClick Fraud

AAdware/Spyware Installation
Aldentity Theft

AMaking Additional Income!!!
AKeystroke logging

AStealing registration keys or files

Whatever you pay for them to do! Or whatever makes money or is fun
for the operator.
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Botnet In Action

Attack Summary

N N
UNE
ANI exploit
Malicious Script
s _

4 Payload malware

Spam campaign 1
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Distributed

Denial of Service Attack
?ousand of
Virus/Worm wiinerable

\\riter Sends machines

@@ onto

to launch an
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Internet

VirNVorm er
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The Botnhet: contined
The Lifecycle of a Botnet

N
g &

DDHS Target over |IRC to the CEC

=

Bot Commands over IRC

Bots Report
Results to CEC

New Bots

joins the C&C Bot Commands

over IRC to Bots

IRG Server
dcting as CEC
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The Current Threats
The SpamThru Trojan
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Break

Visualizing a Botnet




Types Botnets

IRC botnets

Until recently, IRC-based botnets were by far the most prevalent type
exploited in the wild. uﬁ

ABenefits of IRC to botherder: =
V Well established and understood protocol ‘
V Freely available IRC server software

V Interactive, two-way communication z
V Offers redundancy with linked IRC servers @
V Most blackhats grow up using IRC. |

s —Ix—Ix
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Types Botnets

IRC botnets

Botherders are migrating away from IRC botnets because
researchers know how to track them.

ADrawbacks:
V Centralized server

VIRC is not that secure by default

V Security researchers understand IRC too. " 's.\’ "
m%\ - 'lﬁ -

ACommon IRC Bots: e iy T 'L'
V SDBot iy T

V Rbot (Rxbot) lsq S

V Gaobot 'S =
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Types Botnets
P2P botnets

ADistributed control




Types Botnets
P2P botnets

AHard to disable




What I1s a Botnet?
P2P Botnet Diagram
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