ESTONIACYBER ATTACKS 2007
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E— Estonia

Officially known as Republic of Estonia.
Located at Baltic Region of Northern Europe.
Territory covers 45,227 km?2,

Capital is Tallinn.

Democratic parliamentary republic.
Population of only 1.46 million.

Official language is Estonian.

Estonian Declaration of Independence in Parnu on 23 February
and in Tallinn on 24 February 1918.

Prime Minister is Andrus Ansip.



Infrastructure and e-infrastructure

X-Road (started on 2001) is a data exchange layer use by
the Government organization in Estonia to interconnect
each other.

More than 355 government agencies had joined together
In the virtual world.

All the citizens have a ID-Card that allow the citizen to
connect with the Government organizations and bank.

The most "wired" and advanced country in Europe in the
terms of e-Government of Estonia.

The first country in the world to use Internet voting in local
elections (2005).



Infrastructure and e-infrastructure

Li st of major commerci al | SPOs:

Atlas Data Communications (Estonian Telephone Company Data
Services).

Data Telecom (EUnet).

DELFI Online.

EsData Ltd.

Infonet Ltd.

Mainor Anet.

TELEZ2 - Levicom Broadband.
Uninet Data Communications.



Was launched on 2001.

| t s a virtual world thatos conne
agencies and their server.

Platform-independent.

Enables secure data transfer between digital state
databases and enables secure data transfer between
Individuals and state institutions.

Data and requests that being send to the agencies will pass
through the security server then to SOAP servers.



Security servers are physically separate computers, which
have specialized software installed.

Security servers encrypt and decrypt data, keep logs, and
deny permission to unauthorized users.

Traffic between Security Servers is encrypted with PKI.
Security Servers have to be certified by X-Road CA
(Certification Authority).

SOAP i (Simple Object Access Protocol) is a protocol for
exchanging XML-based messages over computer network,
normally using HTTP.
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Estonia cyber attacks 2007

Known as the Estonian Cyberwar.

Started on April 27, 2007 and this attacks last
about 3 weeks.

Series of attacks targeting government portals,
parliament portal, banks, ministries,
newspapers and broadcasters of Estonia.

Estonians claimed this attacks as a political
attack or revenge from Russians.



Why cyber attacks 2007 happened 7

v, On 27 April 2007, the Estonian government
moved a controversial Soviet-era World
War Il memorial from a square in the
capital city of Tallinn to a more secluded

location.

7, Protests erupted in Estonia and Russia,
where Estonia's Moscow embassy was
blockaded.

7, The Russian government protested
vociferously and issued threats.



How the attack took place ?

Timeline of Events

Typical Attacks
- Phishing

- Email SPAM

- Web Site Defacing

- Syn / ICMP floods

- BotNets

Paid BotNet ,
Time Ends Apparent end to
3-week deluge




How the attack took place 7

Weeks of cyber attacks followed, targeting government and banks,
ministries, newspapers and broadcasters Web sites of Estonia.

Some attacks took the form of distributed denial of service (DDoS)
attacks (using ping floods to expensive rentals of botnets).

128 unique DDOS attacks (115 ICMP floods, 4 TCP SYN floods
and 9 generic traffic floods).

Used hundreds or thousands of "zombie" computers and pelted
Estonian Web sites with thousands of requests a second, boosting
traffic far beyond normal levels.

Attacker commanding other computers to bombard a web site with
requests for data, causing the site to stop working.



How the attack took place ? Cont..

Some web site been shut down by the attacker for some time.

Spamming of bigger news portals commentaries and defacements
including that of the Estonian Reform Party website also occurred.

Access to the banks, government agencies website become
unavailable such as Estonian national Web sites, including those of
government ministries and the prime minister's Reform Party.

A flood of jJunk messages was thrown at the e-mail server of the
Parliament, shutting it down.



First wave of attacks (DDoS):

27 April 2007, Konstantin Goloskov a commissioner from
Republic of Moldova pro-Kremlin organized DDoS attacks to
Estoniads | SP and governmental webs

Commands of ICMP attacks posted to various boards, blogs and
chats on Russian Internet.

These commands converted into a batch file and uploaded to a
web address below:

Ahttp://fipip.ru/raznoel/ pingi.bato



